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• Written in C (ANSI C99), 1MB payload, runs in 500KB of RAM

• Linux, Win, Mac, Android, iOS, WASM, embedded + many binders

• Executes smart contracts in English-like language.

Zenroom in a nutshell



• Fully deterministic end-to-end encryption

•Symmetric/Asymmetric crypto, zero-knowledge proof, zk-SNARKS.

• ECP/ECDH, hashing and signing for multiple blockchains

Zenroom selected features



• Docs: http://dev.zenroom.org/

• Source: https://github.com/DECODEproject/zenroom/

• Downloads: http://zenroom.org/#downloads

•Web based demo (WASM): https://dev.zenroom.org/demo

• Telegram http://t.me/zenroom

Zenroom links



Zero-Knowledge Proof, demystified

ZKP and ABC in Zenroom

Andrea D’Intino



•A magical way to show information… without showing it.

•A crypto scheme to make information available only to some people.

•A crypto scheme to share data, without sharing it.

What Zero-Knowledge Proof is NOT:



A crypto scheme to:

proof information, 

without sharing the information.

What Zero-Knowledge Proof is



ABC (Attribute based credential): selectively proof individual 

attributes about a person or an organization, without sharing the 

actual information.

What Zero-Knowledge Proof and ABC



ZKP + ABC
EXAMPLES



• An individual wants to proof he/she is 
over 18 years old, but doesn’t want to 
show his/her name or address. 

How does ZKP + ABC helps? A trusted issuer 
provides a credential stating that the 
person is over 18. 



• An individual who wants to show he/she lives 
in the quarter of  Østerbro (Copenhagen, DK) in 
order to hear about local initiatives and events 
but doesn’t want to show his/her name or 
address, to avoid spam.

How does ZKP + ABC helps? A trusted issuer 
provides a credential stating that the person lives 
in Østerbro.



• A person would like to the get a KYC-based 
authorization to buy/sell commodities online, without 
disclosing more than what the local legislation 
requires.

How does ZKP + ABC helps? A trusted issuer provides a 
credential stating that, based on their control policy, the 
person qualifies to the perform that specific transaction. 
The control policy can be published elsewhere in a trusted 
format



HOW DOES
IT WORK?



CRYPTOGRAPHIC FLOW



1. A trusted issuer (e.g. a municipality, a bank, a certified 
individual) will generate a keypair per attribute.

2. The public keys of each key, will be published in a trusted 
and verifiable location (e.g. on their website, on a 
blockchain, somewhere where they are cryptographically 
verifiable.

3. Participants (citizens/users) will request to have a 
credential signed, per attribute and the credentials can be 
combined.

4. When a credential needs to be verified, a smart contract 
will match the (anonmized) signed credential with the 
attribute’s public key of the issuer.
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